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Abstract

We identify Harmfulness Propagation Dynamics (HPD): for harmful prompts, the projection of the last-token hidden state onto a
learned harm direction rises monotonically with transformer depth, whereas benign prompts remain flat or oscillatory. Built on HPD,
HERALD extracts a 7-dimensional trajectory feature vector, slope, curvature, monotonicity, and onset layer, and classifies it with a
288-parameter MLP. HERALD adds only 262 KB of memory and 2.6 x 107 of prefill FLOPs, yet surpasses all tested guard models
on adversarial jailbreak detection (98.4 vs 96.9 F1) and outperforms all latent-based baselines by 2.3—4.1 F1 across eight benchmarks.

Research Objectives

Investigate whether harmful intent is encoded as a progressive, cross-layer signal in LLM hidden states, rather than concentrated at a single layer. Characterize Harmfulness Propagation
Dynamics (HPD): the trajectory along which harmful prompts’ projections onto a learned harm direction evolve with transformer depth, versus benign prompts. Establish that per-layer
LDA harm directions are stable and reproducible across independent data splits. Design HERALD, a lightweight, gradient-free input moderator that exploits trajectory shape (slope,
curvature, onset, and monotonicity) rather than a single-layer snapshot. Evaluate whether trajectory-based features can match or exceed guard models and latent-based baselines on
harmfulness detection, particularly adversarial jailbreaks, at a fraction of the memory and compute cost. Provide interpretable, machine-readable audit records of per-prompt harm
trajectories to support LLM governance and red-teaming workflows.

Harmfulness Propagation Dynamics

HPD: Harmful vs. Benign Trajectories Onset vs. Monotonicity by Harm Category
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Key insight: Two prompts may share the same terminal projection py, yet have fundamentally different risk profiles. Only the full

trajectory, especially the onset layer [* and monotonicity, reveals the difference. Jailbreaks: [*~25.9, mono 0.86; social stereotypes:
[*~21.3, mono 0.55.

Methodology

Per-layer harm directions via LDA. For each transformer layer [ € {1,..., L}, collect the last-token hidden state h; € R? for all
training prompts under a single gradient-free forward pass. Apply binary LDA with analytic Ledoit-Wolf shrinkage [1] to find the
direction v; maximally separating harmful from safe representations:
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Shrinkage (o computed analytically) is essential when d >> ny;,;,: omitting it degrades F1 by up to 27 points. LDA accounts for
within-class scatter from length, wording, and rhetorical style variation—outperforming the raw class-mean difference by 0.5—0.8
F1. Only v; € R? is retained per layer (~8 KB fp16); scatter matrices are discarded after fitting, giving O(Ld) total storage.

Cross-layer harm trajectory. At inference, unit-normalize both the hidden state and the stored direction, then compute the
cosine projection p; = (ﬁl, V) € [—1,1] at every layer. The resulting sequence {p;}, is the harm trajectory. For harmful
prompts—especially jailbreaks—this trajectory rises monotonically from near-zero in early layers (I < 8) to strongly positive
values (p;, = 0.4) in late layers, reflecting the progressive consolidation of pragmatic intent with depth. Benign prompts remain
flat or oscillatory with a mean near zero. This Harmfulness Propagation Dynamics (HPD) pattern is stable across all four model
families tested (Llama-3.1-8B, Mistral-7B, OLMo2-7B, Qwen3-8B) and 1s validated by LDA direction stability: pairwise cosine
similarity > 0.97 across five independent splits at every layer.

Trajectory feature extraction. The full L-dimensional trajectory is compressed into a compact 7-D feature vector ¢(p) € R’
capturing complementary geometric properties: terminal harm alignment (p;), global mean bias (p), net directional rise (p;, — p1),
trajectory smoothness via mean absolute curvature (A*p), consistency of directional increase via monotonicity ratio (mono(p)),
and the depth at which the harm signal first crosses the 90th-percentile threshold (l ", p;.). The onset layer [* provides the largest
single performance gain (+1.3 F1 incrementally on WildJailbreak), as it captures structural differences invisible to any single-layer
snapshot: jailbreaks exhibit early onset (ZA* ~ 7, monotonicity 0.83) whereas social stereotypes onset late (ZA* ~ 19, monotonicity
0.58).

Trajectory classifier. A two-layer MLP ¢ : R” — [0, 1] with hidden size 32 (288 parameters total) classifies ¢(p) via a sigmoid
output. The classifier trains on CPU in seconds; logistic regression already achieves within 1.0 F1 of the full MLP, confirming the
feature space 1s nearly linearly separable and that gains derive from representation quality rather than classifier capacity.

Inference cost. HERALD performs L dot products and L normalizations per prompt, adding O(2Ld) FLOPs—just 2.6 x 1079 of
the host model’s prefill cost for a 100-token prompt at L=32, d=4096. Total storage: 262 KB, versus ~1.07 GB for full per-layer
covariances (650 x reduction) and ~14 GB for a 7B guard model (53,000 reduction).

Key Equations

Harm trajectory. Let h; € R? be the last-token hidden state at layer [ of an L-layer LLM processing prompt z. The scalar projection
onto the per-layer LDA harm direction v; yields the harm trajectory value at layer [:

hl \%/
IWT) = , —1, 1, = 1,..., 1
o) = (g ) €00 1L )

Unit normalization is critical; without it, projections conflate semantic alignment with raw activation magnitude, which varies across
layers and prompt lengths, degrading trajectory comparability by 1.3—-1.8 F1.

Per-layer LDA direction. Each direction is the closed-form solution to the binary LDA problem, with Ledoit-Wolf shrinkage applied

(1)

to the within-class scatter matrix Sy;; to ensure invertibility when d > npain:
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where « € [0, 1) is the analytically computed shrinkage coefficient. LDA accounts for within-class covariance structure arising from

prompt length, wording, and rhetorical variation—providing a more transferable discrimination axis than the raw mean difference

direction.

7-D trajectory feature vector. The sequence {p;}/ , is compressed into a compact, geometrically interpretable feature vector. The

mean absolute curvature A%p L ZL:_Ql P11 — 2p; + pi—1| measures trajectory smoothness, the monotonicity ratio mono(p) =

— L2
ﬁ ZL:_ll 1[p;1 > pi| measures consistency of directional increase; the onset layer [* = min{l : p; > 799} marks the first layer

exceeding the 90th-percentile projection threshold:
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MLP classifier. The feature vector is scored by a two-layer MLP with ReLU activation and sigmoid output, producing a final
harmfulness probability:

HERALD(z) — 0<W2 ReLU(W16(p) + by) +b2> e 10,1] (4)

The MLP has a hidden size of 32 (288 parameters total) and reaches the performance plateau at this capacity—Iarger architectures
yield no statistically significant gain (p > 0.05, paired bootstrap), confirming that the bottleneck is feature quality rather than classifier
expressivity. A prompt is flagged as harmful if HERALD(z) > 0.5.

Results

State-of-the-art average F1: HERALD achieves 89.3 F1 on OLMo2-7B across eight harmfulness benchmarks, outperforming latent-based baselines (Embed. CIf., Act. Delta) by 2.3—4.1 F1
on every backbone [2]. Best-in-class jailbreak detection: On WildJailbreak, HERALD reaches 98.4 F1, surpassing all four guard models (next-best 96.9). Trajectory > terminal value:
Restricting to py, alone drops performance by 1.5 F1 overall and 2.1 F1 on jailbreaks—the onset layer and monotonicity features capture signals invisible to single-layer methods. Stable harm
directions: Per-layer LDA directions show pairwise cosine similarity > 0.97 across independent splits, confirming HPD reflects genuine geometric structure. Data-efficient: Plateaus near
1,000 samples/class; leads latent baselines by > 2 F1 at just 100 samples/class. Negligible overhead: 262 KB memory and 2.6 x 10~¢ of prefill FLOPs, ~53,000x smaller than a 7B guard
model. Limitations: Trails’ best guard models are on ToxicChat (—4.3 F1) and OpenAl Moderation (—8.4 F1), where harms are more implicit/diffuse.

Average F1 Across 8 Benchmarks WildJailbreak F1 & Data Efficiency Trajectory Feature Ablation (OLMo2-7B) Memory & Computational Overhead

Method BB Avg F1 Method WJB Fl@100 Features Avg WIB Method Mem. FLOPs
Latent-based Embed. CIf. 942 83.1 pr only 87.8 96.3 Full cov. 1.07GB  high
Embed. CIf. Llama  79.0 Act. Delta 91.0 81.0 +p 88.1 96.6 Guard (7B) 14 GB high
Act. Delta Llama 82.0 HERALD 98.4 83.7 + rise 88.5 97.1 HERALD 262KB 2.6x1076
HERALD Llama 86.3 4+ mono 88.9 97.6
Guard C 96.9 — 1 curvature 891 97.9 Direction stability
Embed. CIf. OLMo2 84.7 Guard D 96.4 — L (full) 80.3 98.4 (pairwise cosine sim.)
Act. Delta OLMo2 85.0
HERALD 95.7 — ' ' Llama-8B L32 0.989
Full — curvature 89.0 98.0
Guard models Guard C 94.2 — _ OLMo2-7B L8 0.988
Full —p 88.9 97.9
Guard C — 84.4 Guard D 94.8 — OLMo2-7B L32 0.991
Guard D — 87.8

Best jailbreak detection; HD-WJB
confirms trajectory mechanism, not
overlap, drives gains.

gain, especially on adversarial
jailbreaks.

HERALD surpasses all latent baselines on every
backbone and rivals or beats guard models.

guard; LDA directions stable
across splits (> 0.97).

https://nislam-sm.github.io/

Onset layer [* yields the largest single 53,000 % less memory than a 7B
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Results and Plots

Main Results Across Backbones: HERALD consistently outperforms latent-based baselines across all four backbones, reaching its best average F1 of 89.3 on
OLMo02-7B and surpassing guard models on adversarial jailbreaks.

HERALD vs. Baselines: F1 Performance Across Backbones
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F1 gure 1. F1 across all eight benchmarks and four backbones.

Method Llama-8B Mistral-7B OLMo2-7B Qwen3-8B

Configuration Llama-8B Mistral-7B OLMo2-7B
Embed. CIf. 79.0 81.7 84.7 80.5 Random direction (control) 77.2 76.9 79.9
Act. Delta 82.0 81.6 85.0 81.9 pr, only (no trajectory) 84.7 84.4 87.8
HERALD (ours) 86.3 R6.3 80 3 Q4.7 LDA + full trajectory (used)  86.3 86.3 89.3

Table 2. Ablation study. Both the LDA direction and

Table 1. Average F1 over eight benchmarks. HERALD . _
trajectory features contribute to HERALD’s performance.

improves over latent-space baselines across all backbones.

Ablation: Sources of the Gain: Trajectory shape and LDA-based direction learning drive most of the improvement; removing either causes the largest drops,
while classifier capacity matters least.

HERALD Excels at Adversarial Jailbreak Detection
Surpasses All Guard Models

90 HERALD: 98.4 F1 (OLMo2-7B)
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(a) Average F1 score across all benchmarks.

F1 gurc 2. HERALD achieves state-of-the-art jailbreak detection while requiring only a fraction of the computational cost of large
guard models. The structured trajectory representation is particularly effective when harmful intent emerges progressively over
multiple turns, a setting in which single-layer detection methods are most limited.

Direction Learning: LDA Outperforms Alternatives
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(a) Trajectory feature ablation. (b) Direction learning comparison.

F1 gure 3. Feature and direction-learning ablations. Each trajectory feature contributes positively; LDA outperforms simpler
direction choices, confirming that accounting for within-class scatter 1s essential.

HERALD: Data Efficiency & Early Plateau at 1K Samples Layer Coverage: All-Layer Aggregation Performs Best
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(b) Layer coverage.
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Figure 4. HERALD is data-efficient (plateau near 1,000 samples/class) and benefits from full-layer aggregation. The top-8
selection offers a compelling storage-accuracy trade-off.

Conclusions

We identified Harmfulness Propagation Dynamics (HPD): harmful prompts exhibit a monotonically rising projection onto a learned harm direction across
transformer depth, while benign prompts remain flat or oscillatory. HERALD operationalizes HPD via per-layer LDA directions, a compact 7-D trajectory
feature vector, and a 288-parameter MLP—requiring no gradients and adding negligible overhead (262 KB, 2.6 x 1079 of prefill FLOPs). Across four backbones
and eight benchmarks, HERALD outperforms latent-based baselines by 2.3—4.1 F1 and surpasses all tested guard models on adversarial jailbreak detection
(98.4 vs. 96.9 F1). Trajectory shape—onset layer, monotonicity, and curvature—carries information beyond the terminal value, especially for jailbreaks where
harmful intent is revealed gradually. Future work: multi-directional subspaces for diffuse harms (e.g., social stereotypes), multilingual/multimodal extensions,
and integration into RAG pipelines for flagging structurally ambiguous content.
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